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e In this first annual survey, breaches where a third-party organisation was entrusted with
protecting data incurred higher costs than those that occurred when enterprise itself was
responsible. Given the cost disparity between in-house and third-party breaches, organisations
should closely evaluate the enterprise data protection policies and systems used with and by
third-party outsourcers or consultants.

¢ Organisations that have built their brand on trust have more to lose from a data breach,
demonstrated by the 17 percent higher costs of a data breach for financial services providers
compared to an average breach.

e Encryption and data loss prevention solutions top the list of most frequently named post-breach
technology measures deployed to help avert a future data breach.

As information risk management becomes important across the enterprise, the investment required to
prevent a data breach appears to be dwarfed by the resulting costs of a breach. With average breach
costs totaling £1.4 million and the source of many breaches (such as laptops and USB flash drives)
critical to productivity, the return on investment (ROI) and justification for preventative measures is clear.

Preventative Solutions

Automated, cost-effective enterprise data protection solutions are now available to secure data
wherever it is stored or used, both within an organisation and among business partners. Centralised
deployment of data loss prevention and encryption solutions allows information protection to be aligned
with corporate security policies and regulatory or business-partner mandates. Centralised management
allows security best practices to be automatically enforced throughout the enterprise.

Next Steps

This report enables organisations to forecast in detail the specific actions and costs required to recover
from a data security breach. The report can be used as a guideline to conduct an internal audit and to
create breach response cost estimates. These estimates may then be compared with the technology
cost of preventing data breaches.




Introduction

Stolen laptops, compromised databases, lost backup tapes, or mismanaged email—all can result in the
loss of valuable customer information. Organisations that experience a data breach can suffer the loss of
existing customer confidence, damage to their brand, and loss of future revenue from new customers
that take their business elsewhere. Equally damaging are the actual costs associated with legal
requirements to notify customers that their private, sensitive, and confidential information has been
mishandled.

In 2007, the U.K. saw the rise of widely publicised data breaches. Growing media attention ,
dissatisfaction of consumers, and action by regulatory authorities to enforce penalties under existing law,
created a de facto requirement for informing the public of a data breach.

The fine of almost £1 million imposed by the Financial Services Agency (FSA) for the loss of a laptop in
early 2007 first brought the subject of data breaches and their consequences to the U.K. headlines.’
Subsequently, financial services firms, retail organisations, or local councils suffering a breach chose to
proactively publicise such incidents. Attention surrounding data breaches accelerated at the end of the
year following the continued loss of large amounts of personal and private information by both private
industry and the government.

When a breach occurs, an organisation investigates, customers and media learn of the event, and in the
end some customers curtail or discontinue their business - what is the corporate cost to recover? The
Ponemon Institute, Symantec, and PGP Corporation are pleased to offer the third annual survey that
quantifies the actual costs incurred by 21 organisations compelled to notify individuals of data privacy
breaches. Summarized in this document, the study provides detailed information from responses to
questions companies face when responding to a data breach:

o What are industry-average costs resulting from a breach, including the detection, investigation,
notification, and possible services offered to affected individuals?

e What are the potential legal costs?
e What are the costs of lost customers and brand damage?
e  What are the key trends?

e What measures are taken following a breach that could have been implemented to avert a
breach?

® “FSA fines Nationwide £980,000 for information security lapses,” 14 February 2007:
http://www.fsa.gov.uk/pages/Library/Communication/PR/2007/021.shtmi
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Study Overview & Methodology

The Ponemon Institute’s annual benchmark study, begun in 2005 in the United States, examines the
costs organisations incur when responding to data breach incidents in the United Kingdom resulting in
the loss or theft of protected personal information.

e To complete the study, benchmark surveys were sent to companies known to have
experienced a breach involving the loss or theft of consumer data during the year.

e Of that group, 21 companies agreed to participate by completing the survey. Results were not
hypothetical responses to possible situations; they represent cost estimates for activities
resulting from an actual data loss incident.

e  The reported number of individual records breached ranged from less than 2,500 records to
105,000 records from companies in 8 different industry sectors.

e The 2007 survey shows that 38 percent of breaches occurred when data was held by third
parties. A third-party breach is defined as a case where a third party (such as professional
services, outsourcers, vendors, business partners) was in the possession of the data and
responsible for its protection. In comparison, an in-house breach is defined as a case where
the protection of data was the responsibility of the organisation itself (by an employee or for
data on the corporate network, for example).

Table 1 summarizes the 21 study participants by industry and source of data breach:

Industry # Organisations # In-House Breaches # Third-Party Breaches
Finance services 11 7 4
Retail 4 3 1
Professional services 1 0 1
Technology 1 1 0
Telecom 1 0 1
Transportation 1 1 0
Media 1 1 0
Hospitality 1 0 1
21 13 8
Total 100% 62% 38%

Table 1: Study participants and data breach source

Study Methodology

The study looked at core process-related activities associated with a company’s detection of and
response to a data breach, identifying four “cost centers”:

o Detection or discovery: Activities that enable a company to reasonably detect the breach of
personal data either at risk (in storage) or in motion.

o Escalation: Activities necessary to report the breach of protected information to appropriate
personnel within a specified time period.






